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QUESTION NO: 1
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Answer: A

Explanation:

The authentication mechanisms and implementations are the responsibility of the cloud
provider because they are core components of the application platform and service. Within a
SaaS implementation, the cloud customer will provision user access, deploy branding to the
application interface (typically), and provide or procure training for its users.
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Answer: A

QUESTION NO: 3
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Answer: D

Explanation:

Accepted is not a risk acceptance category. The risk acceptance categories are minimal, low,
moderate, high, and critical.
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QUESTION NO: 4
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A. DRM
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Answer: B

Explanation:

ITAR is a Department of State program. Evaluation assurance levels are part of the Common
Criteria standard from ISO. Digital rights management tools are used for protecting electronic
processing of intellectual property.
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QUESTION NO: 5
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Answer: C

Explanation:

While the provider might share any of the other options listed, the provider will not share
administration of security controls with the customer. Security controls are the sole province
of the provider.

QUESTION NO: 6
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Answer: B

Explanation:

The locality--or physical location and jurisdiction where the system or data resides--is the
dominant driver of regulations. This may be based on the type of data contained within the
application or the way in which the data is used. The contract and SLA both articulate
requirements for regulatory compliance and the responsibilities for the cloud provider and
cloud customer, but neither artifact defines the actual requirements. Instead, the contract and
SLA merely form the official documentation between the cloud provider and cloud customer.
The source of the data may place contractual requirements or best practice guidelines on its
usage, but ultimately jurisdiction has legal force and greater authority.
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A.TLS

B. HTTPS

C. VPN

D. IRM

Answer: D

Explanation:

Information rights management (IRM) technologies allow security controls and policies to be
enforced on a data object regardless of where it resides. They also allow for extended
controls such as expirations and copying restrictions, which are not available through
traditional control mechanisms. Hypertext Transfer Protocol Secure (HTTPS), virtual private
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network (VPN), and Transport Layer Security (TLS) are all technologies and protocols that
are widely used with cloud implementations for secure access to systems and services and
likely will be used in conjunction with other object data protection strategies.
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Answer: B

Explanation:

Business continuity and disaster recovery (BCDR) solutions largely sit idle until they are
actually needed.

This traditionally has led to increased costs for an organization because physical hardware
must be purchased and operational but is not used. By using a cloud system, an organization
will only pay for systems when they are being used and only for the duration of use, thus
eliminating the need for extra hardware and costs. Portability is the ability to easily move
services among different cloud providers.

Broad network access allows access to users and staff from anywhere and from different
clients, and although this would be important for a BCDR situation, it is not the best answer in
this case.

On-demand self-service allows users to provision services automatically and when needed,
and although this too would be important for BCDR situations, it is not the best answer
because it does not address costs or the biggest benefits to an organization.

QUESTION NO: 9

S 2EEX R S 71E T AlAH Y EE| X 7HE LA gtElo] UE A2
FoddLnt?

A.EE

B. *X gl'Elxl %%

C. 7HA|

D. # &

Answer: A

Explanation:

Volume storage works as a virtual hard drive that is attached to a virtual machine. The
operating system sees the volume the same as how a traditional drive on a physical server
would be seen.
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Answer: D

QUESTION NO: 11
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Answer: C

Explanation:

Billing for an audit, or other cost-related items, would not be part of an audit scope statement
and would instead be handled prior to the actual audit as part of the contract between the
organization and auditors.

Reports, exclusions to the scope of the audit, and required certifications on behalf of the
systems or auditors are all crucial elements of an audit scope statement.
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QUESTION NO: 12

S 2ot EH & Moz Fet*s MM e M2 FAULIMN?

A THES
B. 22X Hot
C. 24 MK Z At
D. 7HE Rt 2| 7HRI £ ot
Answer: B
Explanation:
Regardless of the particular cloud service used, physical security of hardware and facilities is
always the sole responsibility of the cloud provider. The cloud provider may release
information about their physical security policies and procedures to ensure any particular
requirements of potential customers will meet their regulatory obligations. Personal security
of developers and regulatory compliance are always the responsibility of the cloud customer.
Responsibility for operating systems, and the auditing of them, will differ based on the cloud
service category used.
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A. IDCA

B. BICSI
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D. NFPA

Answer: A
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Explanation:

The Infinity Paradigm of the International Data Center Authority (IDCA) takes a macro-level
approach to data center design. The IDCA does not use a specific, focused approach on
specific components to achieve tier status. Building Industry Consulting Services
International (BICSI) issues certifications for data center cabling. The National Fire Protection
Association (NFPA) publishes a broad range of fire safety and design standards for many
different types of facilities.

The Uptime Institute publishes the most widely known and used standard for data center
topologies and tiers.
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Answer: A

Explanation:

TLS uses the handshake protocol to establish and negotiate the TLS connection, and it uses
the record protocol for the secure transmission of data.
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Answer: B

Explanation:

Dealing with users or user access would not be an appropriate item for inclusion in an SLA
specifically.

However, user access and user experience would be covered indirectly through other
metrics.

Memory, CPU, and network resources are all typically included within an SLA for availability
and response times when dealing with any incidents.
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Answer: C
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Answer: D

Explanation:

Regardless of which cloud-hosting model is used, the cloud customer always has sole
responsibility for the data and its security.
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Answer: D
Explanation:

This is not a normal configuration and would not likely provide genuine benefit.
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Answer: B
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Answer: B

Explanation:

Transparency is the official process by which a cloud provider discloses insight and
information into its configurations or operations to the appropriate audiences. Disclosure,
openness, and documentation are all terms that sound similar to the correct answer, but
none of them is the correct term in this case.
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Answer: D
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QUESTION NO: 22
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Answer: A

QUESTION NO: 23
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Answer: D
Explanation:

The TLS record protocol is the actual secure communications method for transmitting data;
it's responsible for encrypting and authenticating packets throughout their transmission
between the parties, and in some cases it also performs compression. The TLS handshake
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protocol is what negotiates and establishes the TLS connection between two parties and
enables the secure communications channel to then handle data transmissions. Negotiation
and transfer are not protocols under TLS.
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Answer: D
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Answer: B

Explanation:

DRM and DLP are used for increased authentication/access control and egress monitoring,
respectively, and would actually decrease portability instead of enhancing it.
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Answer: B

Explanation:

Measured service is where cloud services are delivered and billed in a metered way, where
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the cloud customer only pays for those that they actually use, and for the duration of time that
they use them.
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Answer: B
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Answer: B

Explanation:

Governance at its core is the idea of assigning jobs, takes, roles, and responsibilities and
ensuring they are satisfactory performed.

QUESTION NO: 31
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Answer: B

Explanation:

Disaster recovery and business continuity are vital concerns with availability. If data is
destroyed or compromised, having regular backup systems in place as well as being able to
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perform disaster recovery in the event of a major or widespread problem allows operations to
continue with an acceptable loss of time and data to management. This also ensures that
sensitive data is protected and persisted in the event of the loss or corruption of data systems
or physical storage systems.

QUESTION NO: 32
DAST(E™ ofZ2/701M 2ot BAE)E degtsioR  HEjo|HAESR ZHFEU

oSt
S H -

TLSE SAE 28 2(8) M3&uct.
(@]

QUESTION NO: 34
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Answer: C

Explanation:

Under the SOC guidelines, when any of the four principles other than security are being
audited, which includes availability, confidentiality, processing integrity, and privacy, the
security principle must also be included with the audit.
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QUESTION NO: 35
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Answer: C

Explanation:
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The CSA CCM is an inventory of cloud service security controls that are arranged into
separate security domains, not a hierarchy.
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